Hugpopmayuonnasa namamka

014 pazmeuienus Ha ouyuanvruvix Unmepnuem-pecypcax

C KaxaplM TOAOM MOJIOACKH B HMHTEPHETE CTAaHOBUTHCS OOJblIE, a
IIKOJIbHUKY OJHHM M3 CaMbIX aKTHBHBIX IOJb30BaTElE MHTEpHETa. Mexay Tew,
MIOMHMO OTPOMHOTO KOJIMYECTBAa BO3MOKHOCTEM, MHTEPHET HECET U MPOOJIeMbl. JTa
namsiTKa J0JKHA MOMOYb Te0e 6€301acHO HaXOUThCS B CETH.
KommnerotepHbsie BUPYChI

KoMmnbloTepHblid  BUpPYC 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX
porpamMm, OTIIMYUTEILHON 0COOCHHOCTHIO KOTOPOM SIBISIETCS CIIOCOOHOCTH K
pa3MHOXKEHUIO. B 1OmoigHeHne K 3TOMy, BHPYChl MOTYT MOBPEAUTH WIIU
MOJIHOCTBIO  YHUYTOXUTh Bce (Gaiabl W JaHHbIE, TOJKOHTPOJIbHbBIE
MOJI30BaTEII0, OT UMEHHU KOTOPOTro Oblja 3amylleHa 3apaxEHHas mporpamma,
a TaK)Ke TOBPEAUTH WJIU JJaXKe YHUUTOXKUTH OTIEPAIMOHHYIO CUCTEMY CO BCEMHU
daiiiamu B 1esoM. B OOJBIIMHCTBE Clly4aeB paclpOCTPAHSIOTCS BUPYCHI
yepes UHTEPHET.
MeTozpsl 3aUThI OT BPEIOHOCHBIX MPOrpPaMM:
Hcnonb3yii COBpPEMEHHBIE OIEPALMOHHBIE CUCTEMBI, HMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;
[loctossHHO  ycTaHaBiuBaih  moutd  (UuU@poBbIE  3amIaTKH,  KOTOPHIE
ABTOMATUYECKH YCTAHABIIMBAIOTCS C IEIbI0 JOPAOOTKH MPOrpPaMMbl) U JAPYTrUe
OOHOBJICHHSI CBOEM oOmepaloHHOW cucTeMbl. CkauumBail WX TOJBKO C
opumanbHoro caiita pazpaborunka OC. Ecam cymiectByeT  pexum
aBTOMATHYECKOTO OOHOBJICHUS, BKIIIOUH €T0;
3. PaGoraii Ha CBOEM KOMIIbIOTEpPE TIOJI TMpaBamMH IOJIb30BATENsI, a HE
aIMUHUCTpATOpa. ITO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPaMM
WHCTAJJIUPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;
Hcnonb3yit AHTHUBUPYCHBIC porpaMMHbIC MPOTYKTHI U3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;
Orpannyb GU3UYECKUIM TOCTYI K KOMIIBIOTEPY JIJIsl TOCTOPOHHUX JIUIL;
Hcnonb3yil BHENTHUE HOCUTENX HH(OpMAIMK, Takue Kak Quienika, TMcK win (aiin
U3 UHTEPHETA, TOJbKO U3 MPOBEPEHHBIX UCTOYHUKOB,;
He oTkpbiBaii koMmbloTepHBIE (haiiiIbl, MOTYYCHHBIE U3 HEHAIEKHBIX HCTOYHUKOB.
Jaxxe Te Qaitnpl, KOTOpbIe TpUCTaT TBOW 3HAKOMBIN. Jlydrie yTouHu y Hero,
OTHPABJISI JIU OH TeOe uX.
Cetu WI-FI

Wi-Fi - ar0 He Bua mepemayd JaHHBIX, HE TEXHOJOTHS, a BCETO
mumb  Operna, wmapka. Eme B 1991 romy Humepmaniackas KOMIaHUS
3apeructpupoBaina OpeHnx «WECA», uyrto 0003Hadamo cloBOCOYETaAaHUE
«Wireless Fidelity», koTopbIii IepeBOIUTCS KaK «OeCTIPOBOIHASI TOYHOCTHY.



Jlo Hamiero BpeMeHHM Jolia Japyras a0OpeBuarypa, KOTOpasl SBISETCA
TaKoM ke TexHoJsioruei. Ito adbopeBuarypa « Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO C
HAaMEKOM Ha CTaHJapT BbICIIUHM 3ByKoBOM TexHuku Hi-Fi, uTo B mepeBoje o3Hayaer
«BBICOKAsI TOYHOCTH.

Ha, OecriaTHBIN MHTEPHET-AOCTYN B Kade, OTeIsIX W a’pormopTax
ABJIAETCS] OTJIMYHON BO3MOXHOCTBIO BBIXOJ]a B MUHTEpHET. HO MHOTHE KCTepThI
CUMTaIOT, uTo oOmmenoctynusie WiFi cetu He sIBIsIOTCS 0€30MacHBIMHU.
CoBeThl 0 0€30MacCHOCTH pabOTe B OOIIETOCTYIMHBIX CeTsIX Wi-6:
He nepenasaii cBoro uuHyr0 nHpopmMalmuio depes obdmenoctynubie Wi-Fi ceTn.
PaboTas B HHX, *eJaTeIbHO HE BBOAWTH MApOJU JOCTYIIA, JOTUHBI U KaKHUe-TO
HOMEDA;
Hcnonb3yil 1 0OHOBIISI aHTUBUPYCHBIE POTPaMMbI U OpaHamayep. TeM cambiM
Thl 00€30MacuiIb cedsl OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTBO;
3. IIpu ucnons3oBanuu Wi-Fi otkmtoun ¢pynkuuio «O0umii 1octyn K Qaitinam
U npuHTepamy». J[aHHass QyHKIMS 3aKphITa IO YMOTYAHUIO, OJHAKO HEKOTOPHIE
N0JIb30BaTEIM aKTUBUPYIOT €€ ISl yI0oOCTBa MCIOJB30BaHUS B pabOTEe WM
yuaeobe;
He ucnonw3yit myonmuunbii WI-FI u1st mepegaun TUYHBIX TaHHBIX, HATPUMED IJIs
BBIX0/Ia B COLIMAIbHBIE CETU WM B 3JIEKTPOHHYIO MOYTY;
Hcnonp3yi TosbKO 3amuiienHoe coenuenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;
B MoOwnesHOM Tenedone oTkiaroun pynknuoo «[loxkmouenune k  Wi-Fi
aBTOMaThYecKn». He nomyckall aBTOMaTHYECKOrO MOAKIIIOYEHHUSI YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.
CouunanbHbIe CETH

ConumanbHble CETHM aKTHBHO BXOIAT B Hallly XWU3Hb, MHOTHE JIIOJIU
paboTaloT W KUBYT TaM NOCTOAHHO, a B Facebook yxke 3aperucrpupoBan
MUJIIMAPA, YEJIOBEK, YTO SBIIETCS OJHOW CEIbMOW BCEX JKUTEJEW IUIAHETBHI.
MHorue nosiap30BaTeay HE MOHUMAIOT, YTO MH(OpMalus, pa3MelIeHHas UMH B
COLIMAJIbHBIX CETAX, MOKET ObITh HaliJIeHa U UCHOJIb30BaHA KEM YTOJHO, B TOM
YHUCJIe HEe 00513aTeIbHO ¢ OJIaruMu HaMEepPEHUSMH.
OCHOBHBIE COBETHI 110 0€30MaCHOCTH B COLIMATIBHBIX CETAX:
Orpanuub CIUCOK Apy3eill. Y TeOs B ApYy3bsiX HE JOHKHO OBITh CIIy4alHBIX U
HE3HAKOMBIX JIFOJICH;
3amuinai cBO YacTHYIO *u3Hb. He ykasbiBail maponu, TenedoHsl, agpeca, 1aTy
TBOETO POXKIEHUS U JIPYTYIO JTUYHYI0 MHPOPMALMIO. 3JI0YMBIIIJIEHHUKH MOTYT
UCIOJIb30BaTh J1ake MH(POPMAIIMIO O TOM, KaK Thl U TBOU POAUTEIH IJIAHUPYETE
IIPOBECTH KAHUKYJIBL;



3. 3amuiail CBOI pemyTaluio - JepKU €€ B YMCTOTE U 3a/]aBail cebe BOmpoc:
XoTesn Obl Thl, YTOOBI APYTHE€ IOJIb30BATEIM BUIEIH, YTO Thl 3arpysKaciib?
[Tonymaii, mpexe 4eM 4To-TO OIMyOJIMKOBATh, HAIIMCATh U 3arPy3UTh;

Ecnu Tl rOBOpHIIB € JIFOJABMM, KOTOPBIX HE 3HAEUlb, HE HCIOJIB3YyH CBOE
peaibHOe UMS U IPYTYIO JIMYHYI0 HHPOPMAIIUU: UM, MECTO KUTEIHCTBA, MECTO
y4eObl U poUee;

N36erait pasmemenus ¢otorpaduit B MHTepHeTe, rae Tbl H300paxeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO OIIPEAEIUTH TBOE MECTOIIOJIOKEHUE;

[Tpu peructpanu B COLMAIBHOW CETH HEOOXOIUMO MCIIONb30BAaTh CIIOKHBIE
[apoJIx, COCTOSIIINE U3 OYKB M IU(P U C KOJUYECTBOM 3HAKOB HE MEHEE §;

Jlig conuanbHOM CeTH, MOYThl M JIPYIMX CaWTOB HEOOXOAMMO HCIOJIb30BaTh
pa3Hble maponu. Torma eciau TeOs B3JIOMAalOT, TO 3JOYMBIIUIEHHUKH MOJydaT
JOCTYT TOJIBKO K OJHOMY MECTY, & HE BO BCE Cpasy.

DIIEeKTpOHHBIE J{eHbIn

DNEeKTpOHHBIE JEHBI'M — 3TO OYEHb YIOOHBIA CHOCOO IUIATEXEH,
OJIHAKO CYILECTBYIOT MOILIEHHUKHU, KOTOPBIE XOTAT MOIYYUTh OTH JIECHBIHU.

DNEKTPOHHBIE JICHBIM IOSBUJIMCH COBCEM HENABHO M HMMEHHO H3-3a
JTOT0 BO MHOT'MX I'OCYAAapCTBax 10 CUX IIOp HE MPOIKUCAHO IIPO HUX B 3aKOHAX.

B Poccun xe OHM (DYHKIMOHHUPYIOT M O HUX YK€ IMPONUCAHO B
3aKOHE, II€ UX Pa3JesIOT Ha HECKOJIBKO BUJOB AaHOHHUMHBIE U HE AHOHUMHBIE.
Pa3Hnna B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX Pa3pelIaeTCsl MPOBOIUTH
onepauuu 0e3 HIEGHTU(HUKAUUU TOJb30BATENSA, a B HEAHOHHUMHBIX
UACHTU(UKAIIMY [T0JIb30BATENS SBISIETCA 0043aTENIbHOM.

Taxxe crienyer pasnuuaTh 3JEKTPOHHbIE (UATHBIE EHBI'M (DaBHbBI
rOCy/lapCTBEHHBIM BaJIOTaM) U 3JEKTPOHHbIE He(duaTHbIE IEHBIU (HE paBHBI
rOCy/IapCTBEHHBIM BaJIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTe C AIEKTPOHHBIMU JE€HbIAMU:
[IpuBskn K cuery MOOWIBbHBIA TenedoH. DTO caMblil yIOOHBIM U OBICTPHIN
Croco0 BOCCTAaHOBUTH AOCTYN K cueTy. [IpuBsi3aHHbI TenepoH MOMOXKET, eciu
3a0y/ienib CBOM IJIATEKHBIM Tapojib WU 3alJellh Ha CAaUT C HE3HAKOMOTO
YCTPOUCTBA;

Hcnone3yii  oxHopasoBble maponu. [locie mepexoma Ha  yCWIEHHYRO
aBTOpHU3allMio TeOe yxke He OyIeT yrpokaTh ONacHOCTh Kpa)Kl WJIM NepexBaTa
IIJIATEXKHOTO MAPOJIS;

3. Boibepu cioxHblii mapoib. I[lpectynHukam Oyaer HE MPOCTO Yraaarhb
CJI0’KHBIN MapoJib. HanexHpie maposii — 3TO MapoJik, KOTOPbIE CONEPKAT HE
MeHee 8 3HAKOB M BKIIIOUAIOT B ¢€0s CTPOYHBIC U MPOMUCHBIE OYKBBI, IUDPHI U
HECKOJIbKO CHMBOJIOB, TaKW€ KakK 3HaK Joiuiapa, (yHTa, BOCKIMIATENIbHBIHI
snak u T.1. Hampumep, $tROng!s»



4. He BBOAM CBOM JTUYHBIEC JAHHBIE HA CaliTax, KOTOPHIM HE JOBEPSEIIb.
DIEeKTpOHHAS MOYTa

DJIEKTPOHHAs IOYTa — 3TO TEXHOJOTHUS M MPEAOCTABISIEMBIC €HO
YCIYT TIO TEPEChUIKE M TOJYYEHHIO AJIEKTPOHHBIX COOOIEHUN, KOTOpbIE
pacrpenensitoTcss B KOMIbIOTEpHON ceTh. OOBIUHO 3JEKTPOHHBINA MOYTOBBIM
SIIUK BBITJSIAUT CIEAYIOMKUM 00pa3oM: KM _IOJB30BaTESI(@UMS  IOMEHA.
Taxke KpoMe mepenadyd npocToro TEKCTa, UMEETCsl BO3MOKHOCTh Iepe1aBaTh
(aitnbl.
OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIEKTPOHHOU MOYTOM:
Hano BbIOpaTh NMpaBWIIBHBIN MOYTOBBIM CepBUC. B MHTEpHETE €CTh OTPOMHBIN
BBIOOp OECIUJIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO Jy4YIlle JOBEPATh TEM, KOO
3HAEIIb U KTO NEPBBIM B PEUTHHIE;
He yxka3piBali B nuyHON mouTe JuuyHylo uHpopManuto. Hampumep, mydiie
BBIOPATh «MY3bIKaJIbHBIN QaHaT@» win «pok2013» BMecTo «TteMal3»;
3. Mcnonb3yl IBYX3TallHYIO aBTOPHU3ALMIO. DTO KOrJa IMOMHUMO IMapoJid HYKHO
BBOJUTH KOJ, MpUChUIaeMblid 0 SMS;
Bo16epu cioxHbIi naposs. st KaK0ro MOYTOBOrO SIIIMKA JIOJDKEH OBITh CBOU
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;
Ecnu ectb BO3MOKHOCTh HAIMCAaTh CAMOMY CBOW JIMYHBIA BOIIPOC, UCITOIB3YH 3TY
BO3MO>KHOCTB;
Hcnonp3yii HECKOJIBKO MOYTOBBIX AIIMKOB. [IepBBIN 1UIsI 4aCTHOM NEPEINNCKU C
aapecaTaMy, KOTOPBIM Tbl JOBEpPSENIb. JTO DSJEKTPOHHBIA aapec HE HaAo
WCIOJIb30BATh TIPU PErUCTpalui Ha GopyMax u cailTax;
He otkpebiBaii (aiiabl U Ipyrue BIOKEHUS B MUChMAaX JIaXXe €CJIM OHU TPUIILIU OT
TBOUX Jipy3el. Jlydiie yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (aiiibl;
[Tocne okoH4YaHMsI paOOTHI Ha MOYTOBOM CEPBHCE IEPE] 3aKPHITHEM BKIAJKH C
caiiToM He 3a0yJb HaXXaTh Ha « BeIATIY.
KubepOyuiuHT Ui BUpTyaabHOE HU3/1€BATEIHCTBO

KubepOymHr mpeciegoBaHue COOOIIEHUSIMH, COJICpKAIUMU
OCKOpOJIEHUS], arpeccuo, 3alyruBaHue; XyJIUTaHCTBO; CO[MaIbHOE OOMKOTHpOBaHHE
C IOMOUIBIO PA3JIMYHBIX HUHTEPHET-CEPBUCOB.
OcHOBHBIE COBETHI IO 00pHOE ¢ KHOSPOYIUTMHTOM:
He Opocaiics B 60ii. Jlyumuii cmoco6: mocoBeTOBaThCsS Kak ceOsl BECTH U, €CIU
HET TOro, K KOMY MOHO OOpaTHThCS, TO BHadajle YCHOKOUThCS. Eciau Tbl
HayHEIIb OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHHS, TO TOJIbKO ellle OOoJbIie
Pa3oAKeIIb KOH(PIIMKT;
VYmpasnsii cBoelt kudeppemyTaiuei;
3. AHOHUMHOCTb B ceTd MHUMas1. CylIecTBYIOT CIOCOObI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKAyYHTOM;



He crout Bectn xynuranckuii 06pa3 BUPTyanbHOU >ku3HU. HTEpHET uKcupyer
BCE TBOM JICHCTBUS U COXpaHSET UX. Y JaIUTh UX OYJEeT KpaiiHe 3aTpyIHUTEIBHO;
Co0buroaii cBoOi BUPTYaJIbHYIO Y€CTh CMOJIOY;

Urnopupyii eauHuuHbi HeraTuB. OJHOPA30BbIE OCKOPOUTENbHBIE COOOIIEHUS
Jydlle uTHOpUpoBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha Ha4aabHOW CTaINu;
ban arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B
COLIMAIBHBIX CETSIX €CTh BO3MOXXHOCThb OJOKHUPOBKM OTIIPAaBKM COOOLIEHUH C
OINPEJEIEHHBIX aIPECOB;

Ecnu T1b1 cBugerens kuOepOyimuHra. TBOW JEHCTBUA: BBICTYNUTh IIPOTUB
npecieaoBaTens, MoKa3aTh €My, YTO €ro JEWCTBUS OLEHMBAIOTCS HETATHUBHO,
noJJIepKaTh KEPTBY, KOTOPOH HY)KHA TMCHUXOJOTHYEcKas IMOMOIlb, COOOIIUTH
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEJICHHUS B CETH.

MOGWJIBHBIN tenedon

CoBpeMeHHbIE CMapTQOHBI W IUIAHIIETHl COJAEpkKaT B cede BIIOJIHE
B3pOCIBIA (PYHKIMOHAN, U TENEPh OHU MOTYT KOHKYpHUPOBAaTh CO CTAllMOHAPHBIMU
KoMmnbtoTepamu. OJIHAKO, CPEJCTB 3ALUTHI IS MOJOOHBIX YCTPONCTB MOKa OYEHb
Maso. TecTupoBaHUE U MTOUCK YSA3BUMOCTEN B HUX IIPOUCXOAUT HE TaK MHTEHCUBHO,
kak s 11K, To sxe camoe kacaercs 1 MOOMJIBHBIX MPUIIOKEHHI.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPAKTHYECKH JOTHAIH
HACTOJIbHBIE AHAJIOTH, OJHAKO pacliMpeHue (YyHKIMOHAIa BJIEUET 3a COOOM
OOJIBIIYIO CJI0)KHOCTh M MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He  BCe  MPOUBBOAUTEIM  BBIMYCKAIOT  OOHOBJICHMUS,
3aKPBIBAKOIINE KPUTUYECKUE YA3BUMOCTH ISl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIILHOTO TenedoHa:

Huuero He siBnsieTcst mo-HacTosIeMy OecruiaTHbIM. By ocToposkeH, Beab Korja
Tebe mpenararoT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIaTHBIE YCIIYTH;

Hymaii, npexzae yeM oTnpaBuTb SMS, ¢oTo umu Buaeo. Thl TOUYHO 3HAEIIb, IE
OHM OyAyT B KOHEYHOM UTOTE?

3. Heo0xo1uMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOoHa;
Hcnonp3yit aHTUBHPYCHBIE IPOTPAMMBI JUI1 MOOMIIBHBIX TeJIe()OHOB;

He 3arpyxail npuiaoXeHHsT OT HEHM3BECTHOI'O HCTOYHHMKA, BEIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTICUeHUE;

[Tocne Toro kak Thl BEIMAEIIB C CaldTa, T/I€ BBOJWI JIMYHYIO HH(OpMAIIO, 3aii11 B
HacTpoiku Opay3epa u yaaiu cookies;

[lepuonuueckn mpoBepsii Kakve IUIATHbIE YCIYTM AKTUBUPOBAaHbI HAa TBOEM
HOMEDE;

JlaBaii cBOif HOMEp MOOMJIBHOTO TeliepOHA TOIBKO JIOJSIM, KOTOPBIX ThI 3HACIIH U
KOMY JIOBEpSEILb;



No ok

Bluetooth momkeHn ObITH BBIKITIOYEH, KOTJIA ThI UM HE TOJB3yelibes. He 3a0piBait
WHOT'/Ia IPOBEPATH 3TO.
Online urpsr

CoBpeMEHHBIE  OHJIAMH-UTPBI  3TO  KPACOYHBIE, 3aXBaThIBAIOIIHE
pa3BlIcUeHUs, OOBEAUHSIIONINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Mrpoku
UCCIIEYIOT JAaHHBIA UM MHUp, OOIIAIOTCA APYT C APYTrOM, BBINOJHSIOT 33JaHUS,
CPJKAIOTCSI ¢ MOHCTpAaMU M IOJIy4alOT ONBIT. 3a YJOBOJIbCTBHE OHM ILIATST:
MOKYTIAIOT JTUCK, OIJIAYMBAIOT a0OHEMEHT WJIA MTPUOOPETAIOT KaKHe-TO OIIUH.

Bce aTu cpencrtBa UayT Ha NMOAJIEPKAHUE U PA3BUTHE UTPHI, 4 TAKKE HA
camy 0€30IaCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBbI aBTOPHU3AllMH, BBITYCKAIOTCS
HOBBbIE TaT4yu (UM(POBBIE 3aMIaTKU JUIsl MPOrpamMM), 3aKpbIBAIOTCS YA3BUMOCTH
CEPBEPOB.

B mogoOHBIX UIpax CTOUT omacaThCs HE CTOJBKO CBOMX CONEPHHUKOB,
CKOJIBKO KpaXH TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALUU
OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30IIACHOCTH TBOETO UTPOBOI'0 aKKAYHTA!

Ecin gpyroit urpok Bezmer cedsl IJIOXO MM co3/laeT TeOe HEeNmpUATHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

[loxkanyiics agMUHUCTpaTOpaM WIPbl Ha IUIOXO€ IOBEJEHUE STOT0 HUIPOKa,
KeNaTeJIbHO MPUIOKHUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail 1nunyto uH(pOpMaIuio B mpodaiine urpsl;

YBaxkail ApyruxX y4aCTHUKOB IO UTPE;

He ycranapnuBaii Heo(puImaabHbIE TTATYH U MOJIBI,

Hcnonb3yl CII0)KHBIE U pa3HbIE MTApOJIH;

Jlaxxe BO BpeMsl UTpbl HE CTOMT OTKJIIOYATh aHTUBHpYC. [loka Tl urpaems, TBOM
KOMIIBIOTEP MOTYT 3apPa3HTh.

QUIIUHT WIK KpaXka JIMYHbIX [[aHHBIX

OOBIYHON Kpa)keld JeHer W JIOKYMEHTOB CEroJHsi Yy»K€ HHUKOIo He
VAUBUILb, HO C  Pa3BUTHEM  HMHTEPHET-TEXHOJIOTUH  3JI0YMBIIUICHHUKH
MEePEMECTIIIMCH B MHTEPHET, U TIPOJOJIKAIOT 3aHUMATHCS «JTFOOMMBIMY JICTIOM.

Tak mosiBMIIach HOBasl yrpo3a: UHTEPHET-MOIIICHHUYECTBA WIIA (DUIIIHHT,
rJIaBHAs I€JIb KOTOPOTO COCTOMT B TMOJYYEHUU KOH(MUIICHIIUATBHBIX JaHHBIX
MOJIb30BATENICH — JIOTUHOB | Tapojei. Ha anrnuiickom si3eike phishing untaercs
kak ¢pumuHr (0T fshing — pei6Has noBms, password — maposb).

OcHoBHbIe coBeThl 0 00pbOe ¢ PUITMHI'OM:

Cnean 3a cBouM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JOKHUPOBATh €€ M COOOIIUTH aJIMUHHUCTPATOPaM
pecypca 06 3TOM Kak MOKHO CKOpEE;



Hcnonp3yit Oe3omacHpie BeO-CAiThl, B TOM 4YHCJIE, WHTEPHET-MAara3uHOB H
MOMCKOBBIX CUCTEM;
3. Hcnone3yil cnokHble W pas3Hble Mapoyid. Takum oOpa3oM, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIIUICHHUKH TOJYy4YaT JIOCTYN TOJIBKO K OJIHOMY TBOEMY
poITIo B CETH, a HE KO BCEM;
Ecnu Te0st B3moManu, TO HEOOXOAUMO MPEIyNpPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI y TEOS B JAPY3bAX, O TOM, UTO T€OS B3JIOMAaIN H, BOZMOXHO,
OT TBOETO UMEHHU OYJIET pacChlIaThCsl ClIaM U CChUJIKM Ha (PUIIMHTOBHIC CANUTHI,
VYcranoBu HagexHbIi naposib (PIN) Ha MoOUIIbHBIN TenedoH;
OTkJTI0uM cOXpaHeHue napodsi B Opaysepe;
He otkpbiBaii (haiinel U Ipyryue BIOKEHUS B MUChMAaX JIaXKe €CJI OHM MPUIUTH OT
TBOUX Jipy3el. Jlydllle yTOUHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (hailsibl.
[udposas penyrarus

HudpoBas penyramuss - 53TO HEraTUBHAs WM  O3UTUBHA
uH(opmaius B cetu o Tebe. Komnpomerupyromas nHbopmalus pa3MeiieHHas B
MHTEPHETE MOXET CEPhE3HbIM 00pa30M OTPa3UThCs HA TBOEU pEabHOU KU3HHU.
«IudpoBas penyranus» - 3TO TBOM UMUK, KOTOpbIH (opmupyercs wus
uHpopmaIuu o Tede B UHTEPHETE.

TBOe MeECTO JXHUTENbCTBA, Yy4eObl, TBO€ (HUHAHCOBOE IOJIOKEHHUE,
O0COOEHHOCTH XapakTepa M paccKasbl O OJIM3KUX — BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIIEHHO OTHOCSTCS K IyOJIMKaluu
auyHOM nHdpopmaiuu B MHTEepHEeTe, HE MOHUMAas BO3MOXKHBIX MOCAEACTBUM. ThI
Ja)kKe HE CMOJKellb JI0TajgaThCcsi O TOM, 4TO (oTorpadus, pa3MelleHHas 5 JeT
Ha3aJl, CTaja NPUYMHON OTKa3a MPUHATH Te0s Ha paboTy.

Kommenrtapuu, pasmemnienue TBoux (ororpaduii u apyrue AeicTBUs
MOTYT HE UCUE3HYTh JIa)Ke MOCJIE TOT0, KaK Thl UX YJaIullb. Thl HE 3HACIIIb, KTO
COXpaHWI 3Ty HH(POpPMAIIMIO, MMONaja JIM OHAa B TOHUCKOBBIE CHUCTEMBI U
COXpaHWIACh JIM OHA, a IJIABHOE: YTO MOJIYyMAaloT O TeOe OKpYKarollee JIIOIH,
KOTOpbIE HAWAYT U YBUAAT 3T0. HaliTh MH(pOpMaLIMI0 MHOTO JIET CITYCTSI CMOXKET
00011 — Kak U3 10OpbhIX MOOYXACHUH, TaK U C HAMEPEHUEM MPUYUHUTD BPEI.
DTO MOXET OBITh KTO YTOJHO.
OCHOBHBIE COBETHI TIO 3aIUTE U(PPOBOI peryTaInu:
[Tonymaii, mpexxae yeM 4To-TO MyOJUKOBATh U MEpeaBath y cedst B 6iore win B
COILIMAJILHOM CETH;
B nactpoiikax npoduiisi yCTAHOBH OIpaHWYEHUsI Ha MPOCMOTP TBOETO MPOPuUIIsl U
€ro COAEPKUMOTrO, CIEJIal €ro TOJIBKO «IJIS IPY3En»;
He pasmemaii w He ykaspiBaii uH(OpMaIUio, KOTOpas MOXET KOro-imbo
OCKOPOJIATH WJIH OOMKATh.
ABTOpCKOE MPaBO



CoBpeMeHHbIE IIKOJbHUKA— AaKTHBHBIE IMOJIb30BATEIH IH(PPOBOTO
npoctpancTBa. OAHAKO [JaleKo HE BCE 3HAIOT, YTO I0JIb30BAHWE MHOTMMU
BO3MOXHOCTSIMH ~ 1mudpoBoro  mupa  Tpedyer  coONMIOAeHHsS  TpaB  Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTENIEKTyanbHasi COOCTBEHHOCTHY» OTHOCHUTCS K Pa3InYHBIM
TBOPEHHUSM YEJOBEUECKOTO yMa, HA4YMHAs C HOBBIX M300pPETEHHMH M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh HA MPOJAYKTHI M YCIIYTH M 3aKaHYMBas KHHUTaMH,
dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU MTPOU3BEICHUSAMHU.

ABTOpCKI/Ie IIpaBa — 9TO ImpaBa Ha HHTCIUICKTYAJIbHYIO
COOCTBEHHOCTh Ha IMPOU3BCACHUA HAYKHU, JIMTCPATYPhI U HCKYCCTBA. ABTOpCKHC
IIpaBa BBICTYIIAXOT B Ka4yCCTBC rapaHTuu TOTO, qTo

WHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HE OyaeT HalpacHBIM, JacT €My
CTpaBeJIMBbIE BO3MOXKHOCTH 3apadoTaTh Ha pe3yiabTaTax CBOETO TPY.a,
MOJIYYNTh U3BECTHOCTh M TIpu3HaHue. Hukto 6e3 pasperieHus: aBTopa HE MOXKET
BOCITPOU3BOIHTH €ro MIPOU3BE/ICHUE, pactpoCTpaHsITh, myOJIUIHO
JIEMOHCTPUPOBATh, MPOJIaBaTh, UMIOPTUPOBATh, MyCKaTh B MPOKAT, MyOIMYHO
UCIIOJIHATh, MOKA3bIBATH/UCIIOHATH B 2Upe Wiu pazmeniats B UHTEepHETE.
Hcnonb3oBaHue «IMUPATCKOTO» MPOrPAMMHOIO OOECIEYEHHUS MOXKET
MPUBECTH K MHOTUM pPHCKAM: OT TOTEPH JAHHBIX K TBOMM AaKKayHTaM JI0
OJIOKUPOBKH TBOETO YCTPOWCTBA, T/IC YCTAHOBJICHHBIA HE JIeTallbHAS TIPOrpaMma.
He crout Taxke 3a0bIBaTh, YTO CYIIECTBYET JIeTalbHbIE W OCCIUIaTHBIE
MIPOTPAMMBI, KOTOPBIE MOKHO HAalWTH B CETH.
O noptaine
CereBU4OK.p) — TBOM TJIABHBIA COBETYMK B CETU. 3]1€Ch Thl MOXEIIb y3HATh O
0€30MacHOCTH B CETH TOHSTHBIM M JOCTYHHBIM SI3bIKOM, a TMPU BO3HHUKHOBEHUU
KPUTUYECKON CHUTyallud OOpaTUTHCA 3a COBETOM. A TakKe MPUHATH ydyacThe B
KOHKYpCaX M CTaTh CAaMbIM ITU(POBBIM IPakIaHUHOM !



